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CIP-011-1 Requirements Regmt Equiv. CIP-003-3 - | Changed
Number Requirement CIP-009-3 Rgmt From V3? N&ST Change Notes
Security Governance and Each Responsible Entity shall develop, implement, and annually review one or more { "% J(] & - &8} E e E o0]°S§
Policy (R1) R1 formal, documented cyber security policies that addresses the following for its BES { E} A%0] ]85 & «<u]JE u vs 8§} veuE ({
Cyber Systems: personnel with access to or responsibility for BES Cyber Systems
1.1 Applicability to organizational and third-party personnel; { E} A%o0] ]85 & <p]JE u vs (}E& vvp o
12 Security roles and responsibilities, including those responsible for authorizing access;
Identification of a single senior management official with overall authority and
13 responsibility for leading and managing implementation of requirements within this
standard;
1.4 Personnel training, awareness, and risk assessment; 003 R1 Yes
1.5 Physical security;
1.6 Electronic access control;
1.7 System security;
1.8 Boundary protection;
19 Configuration change management;
1.10 |Information protection and media sanitization;
1.11 BES Cyber System maintenance;
1.12 Cyber Security Incident response;
1.13 BES Cyber System recovery.
Personnel Training, Each Responsible Entity shall provide all personnel who have authorized electronic { /£ u%o 0]A EC u Z v]eues v}$§ 0]*3
Awareness, and Risk access and/or authorized unescorted physical access to its BES Cyber Systems at least { E} A%0] ]85 & <p]E& u v3 8§} } pu vs
Assessment quarterly reinforcement in sound security practices under their security awareness
~Z1t Z&» R2 program to ensure that personnel maintain awareness of the cyber security practices 004 R1 Yes
that are essential to protecting BES Cyber Systems.
Each Responsible Entity shall ensure all personnel who are granted authorized {Z <p]E S§}%] U "o SE}V] e }V{
electronic access and/or authorized unescorted physical access to its BES Cyber { Z <p]E S} %] - W
Systems, including contractors and service vendors, complete cyber security training { s]*]S}E& }vSE}o % E}PE u
% E]}E 5} $Z ]E ]vP PE vs uszZ}E]l ee AZ v {WE}% & Z v o]JvP }( "~ C & "C-3
Cyber Security Training, except for program specified exceptional circumstances that {17 vs](] S8]lv ™ & %}ES]VP }( Cc d
R3 are approved by the single senior management official identified in Requirement R1 or { &}E % Ee<}vv 0 Z AJVP «% ](] o]
their delegate and impact the reliability of the BES or emergency response, to ensure C E “"C*3 uYSE Jv]vP }v §Z v SAYEI]
that personnel are aware of the policies, access controls, and procedures in place to software and other issues of electronic interconnectivity
protect BES Cyber Systems. supporting the operation and control of BES Cyber Systems
{ "o]PZ& & A}E JvP }( & <u]E u v« (}
This cyber security training shall cover the policies, access controls, and procedures as recovery plan training to clarify it is required for personnel
developed for the BES Cyber Systems, and include, at a minimum, the following nZ A] vP El}o _]Jv 152 €& §] A] 5C
required items: {Z <p]E& (}E % Ee+}vv 0 % E]}E S} }
{dZ % E}% E pe }( "~ C E "Ce+S u- Med or High BES Cyber Systems
3.1 {WzC-] o e }vSE}o* 8§} N~ C & "Ce+S u- { Z <pl]E (}E % E<}vv 0 % E]}E S} }
{ s]*]S}E }vSE}0 % E}PE u High BES Cyber Systems with routable external connectivity
{dZ % E}% & Z v ol]vP }( "~ C & "Ce*S ue* Jv(}EuU
{1 vE](] 8]}V v & %}ES]VP }( C & A WE]SC /v 004 R2 ves
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1"#$%8&&$&'()*+,-).)/01 0*.0' 4%+ 56'"#$%%7$| 19:/;)<'
2+.3)- (*+,-).)/0 "#$%%8%$7'(*.0 | =->.27@ 2ABC'9:/;)'2>0)1
Restrict physical access to areas protecting BES Cyber Systems. { E} A%o0] ]85 & <pu]JE& u vs 8§} ] vs](C
{ E} A%0] ]85 E <u]E u vs (}JE ~+]&ETA
{E}YA @ (EE 3} "~ E + %E}S §]v
{ Z «pu]& (}& ,]JPZ ~ C & ~"Ce*S u-
5.1 006 R1.2, R4 Yes Lz (.“.]CE (JED +CeSu-jvoG (52 G
connectivity
Monitor physical access to areas protecting BES Cyber Systems. { E} *% ](] & «<p]JE& u}v]S}E]JvVP u §Z
{Z <u]E uvd 3} E AlA v Zvo pvy
5.2 006 R1.3, R5 Yes attempts split off and listed separately in CIP-011 5.11
{Z «u]& (}& ,]JPZ ~ C & ~"Ce*S u-
Log physical access to areas protecting BES Cyber Systems. Logging shall record { E} *% ](] €& «plE 0}PP]JVP u 82} -
5.3 sufficient information to uniquely identify individuals and the time of access twenty- 006 R6 Yes {Z «p]E& (}& ,]JPZ ~ ¢ & ~Ce*S u-
four hours a day, seven days a week.
Log (manual or automated) the entry and exit of visitors (individuals not authorized to Required for High BES Cyber Systems
5.4 have unescorted physical access), including the date and time, to and from the areas 006 R1.6.1 No
protecting BES Cyber Systems.
Authorize unescorted physical access to areas protecting BES Cyber Systems {Z A} $§]}v «%o0]18 }(( v }A E =« %
5.5 006 R1.5 Yes authorization requirement is unchanged
{Z «<p]€& (}€& ,JPZ2 ~ ¢ & "Ce*S u-
6 Review authorized unescorted physical access rights to areas protecting BES Cyber 004 R4 No { Z «<pu]E (}& ,]J Pz ~ C & "Ce*S u-
Systems on a quarterly basis.
57 Revoke authorized unescorted physical access to areas protecting BES Cyber Systems 004 R4.2 No { Z «<p]E& (}& ,]JPZ ~ ¢ & ~"C+S u-
within 24 hours for personnel terminated for cause.
Revoke authorized unescorted physical access to areas protecting BES Cyber Systems { Ko & <u]J& u vs§ 6 Ce
5.8 for personnel who no longer require such access within 36 hours (Control Center Only) 004 R4.2 Yes {Z «<p]€& (}& ,]JPZ v D N C E NG
Revoke authorized unescorted physical access to areas protecting BES Cyber Systems { Ko & <u]J& u vs§ 6 Ce
5.9 for personnel who no longer require such access within 72 hours (Generation or 004 R4.2 Yes {Z «<p]€& (}& ,]JPZ v D N C E NG
Transmission Facility Only)
Require continuous escort access of visitors (individuals not authorized to have Required for High BES Cyber Systems
5.10 unescorted physical access) within areas protecting physical access to BES Cyber 006 R1.6.2 No
Systems
Review any unauthorized physical access attempts and handle such physical access 006 RS ("review { E} A%0] ]85 E «pu]E u vs 8} E A] A A
5.11 |attempts in accordance with its incident response procedures and handle") Yes { Z «p]& (}& ,]JPZ ~ ¢ & ~"Ce+S u-
Each Responsible Entity shall document and implement one or more physical security { E} A%0] ]85 & <u]J€E u vs (}E& ™ v]}IE
%0 Ve $Z 8§ %% 0C SZ &]S E] *% (] 1v [Wriiiri
R6 X R 006 R1 Yes
Systems to prevent and/or detect unauthorized physical access to BES Cyber Systems.
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"#$%&&$&'()*+,-).)/01 0*.0' 4%+ 56'"#$%%7$| 19:/;)<'
2+.3)- (*+,-).)/0 "#$%%8%$7'(*.0 | =->.27@ 2ABC'9:/;)'2>0)1
>S"#,%+/,+'E)$-1#+1.()./"H##),&).%" #)$%&,"[,+'E)$-1#+].() /["##)I1&' Yo & ) #1#," T#) * Required for High BES Cyber Systems
CD? |+;",+2+"))8","%)>"F8+%"7",)>GH)<.%,)GD?H)GDIH)GDBD AAC)>IH)>ID? J& * Required for Med BES Cyber Systems with routable
1&"],+:+,1
K&'+,&%+'E)$-1#+/.() JI"##),&).%" #)$%&, ", +'E)S-1#+1.()//"##)I1&' Yo & () #1#," T#) * Required for High BES Cyber Systems
CDI  |+;",+2+")8","%)>"F8+%"7",)>GH)<.%,)GD?H)GDIH)GDBD AAC)>IH)>IDI J& * Required for Med BES Cyber Systems with routable
1&"],+:+,1
L7$(" 7", +'E).) 7.+ " ")), " #,+'E)$%&E%.7),&) " #8%"),-.,).(0$-1#+/.()./["##) * Required for High BES Cyber Systems
1&' Y&\ #1#,"T#)+;" ,+2+";)8";"%)>"F8+%"7",)>GH)<.%,)GD?H)GDIH)GDB)28'/,+ * Required for Med BES Cyber Systems with routable
CDB |M-")$%&E%.7)78#,)+'/(8;"),"#,+'E).;)7.+',".'I")&2).(()$-1#+/.()#"/8%+,1) 7"/-'+H#T# AAC)>ND? J& 1&"],+:+,1
&N )IL(") &) (&'E"%),-."),-%"").(";.%)1".%#D
A("1,%&'+)QII"##)6 &', % &() 4.[-)>"#S&'#+0(")4' +,1)#-.(();&/87",)345)610"%)51#,"7).//&8'#)01) +'/&%$&%.,+'H P&%;+'E)/-.'E")%"E.%;+'E)*-.,)78#,)0");&"
—R14) >0 the criteria specified in CIP-011-1 Table R7— Account Management Specifications to AAO)>G o
$%"",)7.(H+&8#)&$"%.,+&')&2)345)4(" 7" #)01)7 .+ . +'+'E)/&' % &()&2)./"##),&)H ’
610"%)51#,"7#D
oD? L;" +2+/.,+&")&2).//&8'")),1$"#H)+'/(8;+'E)+';+:+;8.(H)E%&8SH)#-.%";H)E8"#,H)#1 IHS BT e Related to CIP-007 R5
T L7 H#,%.,+7) 188" #H)+)8#") 28%)345)610"%)51#," 7# o ¢ Required for all BES Cyber Systems
Q/I"$,.0(")8#")&2)".I-)+;",+2+";)./1&8'"),1$"# * Related to CIP-004 R2.2 (Training must include “proper use of
ODI J")>"F8+%"7", Critical Cyber Assets”)
¢ Required for all BES Cyber Systems
Each Responsible Entity shall apply the criteria specified in CIP-011-1 Table R8 — L',%&;8/,&%1H)S*-.,)78#,)0");&"S)#,.," 7",
Q/I&8' K. E" 7" L7$("7",.,+&),&)$%":" )7 .(+/+&8#)&$"%.,+&')&2)345)4(" 7" #)
> > b "
N 01)7.+',.+'+'E)/&" \%&()&2).//"##),&)+,#)345)610"%)51#,"7#D AAR)>IH)AAO) #
ND? A44,.0(+#-).)FTS("T™,).) Y&/ ##)2896).8,-&%+T+E),-").; 1 +,+&")&2) /&8, =#@).";) IS F8+96T * Implied in CIP-004 R4, now explicit
L #HEIE.). I HH)$%++(E o * Required for Med and High BES Cyber Systems
" ) 0" 4" %) 1+):1Q, ' ') YR " 04" ) B "0, "
NDI 6& ,8/,).")F"8.A), 00(1)%":+")."):"%+2+/.,+&')&2).//&8" #).";) #H#H&I+.,";) 1" #H) AAR)>RD? 18 >"F8+%";)2&%)U+E-)345)610"%)51#,"7#
$%++("E"#
K&'+,&%),-")8#")&2)#-.%";).";)E8"#,V.'&'17&8#).//&8' # e Similar to CIP-007 R5.2.3, which requires “audit trail” of
NDB J"*)>"F8+%"7", #-.%";).11&8',)8#"
* Required for High BES Cyber Systems
4.[-)>"#S&'#+0(")4' +,1)#-.()%":&X"#1#,"T)./"##),&)+,#)345)610"%)51#,"7#) .#) L',%&;8/,&%1H)S*-.,)78#,)0");&"S)#,.," 7",
specified in CIP-011-1 Table R9 — Access Revocation to prevent malicious operation of
>W AAR)>RDI I"#
345)4("7" #)01)7 .+, +'+'E)/&' % &()&2)./"##),&)+,#)345)610"%)51#," 7#D )
04)$"0 () 1o, g 0 " 4 -&89, 0 ", "
WD? Y&%)$"%#&"(),"%7+'".,";)2&%)/.8#"D AAR)>RDI 18 P+,-+IR)-&8%%#)2&%).(()345)610"%)51#," 7#
WDI Y 8%)$"%H#8&™ ()*-&)' &) (&'E"%) %" F8+%")#8/-)./["##),8)6&',%&()6","%)345)610"% 51#"ZKB)>RDI g e Within 36 hours for High and Med BES Cyber Systems
’ ¢ Old requirement 7 days
04)$"0 mVk_ Q)" 'E"0%)%" 04" AY/R 04" ! "0, n o Withi i
WDB Y&%)$"%#&"" ()*-&)'&) (&' E"%) %" F8+%")#8/-)./["##),&) M%. #7+##+&")345)610"%)514#, KKBPRDI . Within 7? hours for High and Med BES Cyber Systems
* Old requirement 7 days
WDR Y 8%)$"%H#8&™ ()*-&)' &) (&'E"%) %" F8+%")#8/-)./["##),&)E""%.,+&')345)610"%)51# "7#DAAR)>RDI g e Within 72 hours for High and Med BES Cyber Systems

¢ Old requirement 7 days
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G7$("7™,).)$. &Y H-"T"),-..)-4).,)(#,)  09-)))&2),-")2&((&*+'C)2&8%).,,%+0 { Ko & <pu]JE u vd A« o0 §ZE }(W d
NMIIAE ¢ 0%Z 3] U U%% E <+ 0%Z $] U vpu {~ «338z A] v }_ & «u]E& ]( 18
SH)TH)U@ %"L8+%"7",
. {Z <p]E@ (& ,]JPZ ~ C &E ~Ce8 u-
?ADF N?0G2).);":+")+#)'&,)1.$.0(")&2) 7" +'C),-")$.1##8%;),-%"#-&(H), ")+ 7$("7™,),-") AAE)>FDBDJ r
7.Q+787)$HH&YO)I&TS("Q+,1),-..),-");" +")].)#8$$&%, D
2ADV j"L8+%")',-.,).5'3,-&%+W";).//“##)$"%7+##+&'#).%"),-")7+'+787)"'/"##.%l),&)$"%2£ AAE)>ED? kg |LBY")28%)Y+C-).)P")345)610"%6)51#, 74
&9X)28'] +&'#
DADE >"L8I+%?"')"Q$(+/+',I).8,—&%"+W.,+&')&2).//"##),&)#l#,"?).';)#"/8%+,1).;7+'+#,%.,+:") Np— { /u%oo] Jv /Wriid zZ& v /Wriié ZAU
*+ -+),-")345)610"%)51#,"7 {Z <u]E (& ,JPZ ~ G & "Ce3 u-
oADz |7 LB Y0")8H H)&2)345)B10"N)S 14, TH) ) 18%+ 1) .T+"+#.96.,+:").II&8' #), &8 KL B4 YT >"L8+%";)28%)Y +C-)345)610"%)51#," 7#
' $%+1+("C",) JI&S! H)*-"). /" HH#+ C) &, -"Yo)#1#,"7) 28" +&'H '
4[> #S&HH0(") 4 +,1),-.,). (&) %" 7 &,") &%) *+%" ("##)" ("] Y& +1).II"H##),&).'1) &2) G',%&;8/,8%1H)I*-.,)78#,)0");& ")#,.," 7",
345)610"%)51#, " T#)#-.()+7S("7™,),-") % "L8+%"7™ #)+/(8;";)+)6 G<[A??[?)\.0(")>7
>?2 [t t]JE 0+ v Z u}s o SE}v] ** } pu vS S]}v 8} | K™)>"L8+%"7",
8'.8,-&Yo+W";)./"#H)+#).((&*";),&)+#)345)610"%)51#,"7T#D
oDy |G HZLIBH )" Yot +&H)28%) 494" (") "I &CHE N— >"L8+%";)28%).(()345)610"%)51#,"7#

May 28, 2010

http://www.netsectech.com/

Page 8 of 17



CIP-011 to CIP V3

[ Network SISSIaTEY

[ ELAAN (1 EL

CIP-011-1 Requirements Regmt Equiv. CIP-003-3 - | Changed
Number Requirement CIP-009-3 Rgmt From V3? N&ST Change Notes
If remote access is used and/or implemented, document the allowed methods for e Implied in CIP-005 R2.5, now explicit
11.2 remote access New Requirement ¢ Required for all BES Cyber Systems with external connectivity
If remote access is used and/or implemented, establish and implement a defined Required for all BES Cyber Systems with external connectivity
11.3 process for authorizing the establishment of remote access and associated remote 005 R2.5.1 No
access privileges
Each Responsible Entity that allows wireless and remote electronic access to any of its Introductory, "what must be done" statement
BES Cyber Systems shall manage that electronic access in accordance with the criteria
R12 specified in CIP-011-1 Table R12 — Wireless and Remote Electronic Access New Requirement
Management to ensure that no unauthorized access is allowed to its BES Cyber System.
If remote access is used and/or implemented, document and implement a quarterly Required for High BES Cyber Systems with external connectivity
review and verification of the personnel with remote access and their associated
12.1 -, . - 005 R2.5.3 No
access privileges (required for external connectivity only)
Each Responsible Entity shall revoke remote access by disabling one or more of the Introductory, "what must be done" statement
multiple factors required for such remote access to BES Cyber Systems by
R13 implementing the criteria specified in CIP-011-1 Table R13 — Remote Access Revocation 004 R4.2 Yes
to prevent malicious operation of BES Elements by maintaining control of access to its
BES Cyber Systems
Revoke remote access to Control Center BES Cyber Systems when job duties no longer ¢ 1 hour for High BES Cyber Systems with external connectivity
require BES Cyber System remote access 36 hours for Med BES Cyber Systems with external
13.1 004 R4.2 Yes connectivity
e Old requirement 7 days
Revoke remote access to Transmission substation BES Cyber Systems when job duties * 6 hour for High BES Cyber Systems with external connectivity
no longer require BES Cyber System remote access ¢ 72 hours for Med BES Cyber Systems with external
13.2 004 R4.2 Yes connectivity
¢ Old requirement 7 days
Revoke remote access to generation BES Cyber Systems when job duties no longer * 4 hour for High BES Cyber Systems with external connectivity
require BES Cyber System remote access ¢ 72 hours for Med BES Cyber Systems with external
13.3 004 R4.2 Yes connectivity
e Old requirement 7 days
Each Responsible Entity shall document and implement its organizational processes, Introductory, "what must be done" statement
technical mechanisms, and procedures for control of wireless and remote access to
electronic access points to its BES Cyber Systems including wireless and remote access
R14 if it is used, that incorporate the criteria specified in CIP-011-1 Table R14 — Wireless New Requirement

and Remote Electronic Access Controls to ensure that no unauthorized access is
allowed to its BES Cyber Systems.
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Number Requirement CIP-009-3 Rgmt From V3? N&ST Change Notes
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CIP-011-1 Requirements Regmt Equiv. CIP-003-3 - | Changed
Number Requirement CIP-009-3 Rgmt From V3? N&ST Change Notes
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CADB J&JBT™).)HTS( 7)) M HH)&' \Y&()..)" )" ("], Y& +]) J["HH#)B&+' ) "H#,.0(+#-";)+") AAG)>CH)>CD?H)>COR >"K8+%";)2&%)L+M-).";)N";)345)610"%)51#,"7#
<.%,)CADC
J&/BT™,).)HTH("7™,) &™) &%) 7 &%")$Y &/ "H#H"#)2&%) (&MM+'M)&2).(().8,-&%6+F";)9 * Technical feasibility qualifier for monitoring dial-up access
CADO ./{)"#ﬁ#).';).((l?.‘,"7$,#t').,)fio/lo)./,8I."(')8'.8,-&%‘+F";).//"##).,)"./-)"("/,%&'+/).//“##)$&+',) AAG)>BH)>BDP  I'# ;%&$$";H)&|-"%*+#")'&)/—.'M")2%&7)6P<QMQ)>B
=06"K8+%";)2&%)"E,"%".()/&""/,+:+,1)&' (1@ * Required for High and Med BES Cyber Systems with external
1&""],+:+,1
J&JBT™,).)HTS("7™,)&")&%) 7 &%")$Y &/ HHt'#)2&%).("%,+'M).";)%":+"*)&2). ("%, #) * Time frames for reporting added:
HEM'L) % HP&H) B % H& M ()&').(()8'.8,-&%+F") 7)., T$,#).,)" 1) " (", Y% &'+) &)?C)-&8%#)2&%)L+M-)345)610"%)51#,"7#)*+,-)"'E,"%".()
JE)BEF )+ -+),-") 2&((&F+' M), +7)$"%+&;)=?C)-%#) 2&%)"E,"%".()/&""],+:+,1) & . /& +:+,1
CADG AAG)>BH)>BDC I'# &)OR)-&8%#)2&%)N";)345)610"%)51#,"7#)*+,-)"E,"%".()
1&"],+:+,1
e Technical feasibility qualifier dropped
J&IBT™,).)HTH("7™,).)$%&/ H#H#)28&%)7 .'8.()%":+"*)&2).)#.7$(+' M) &2)(&M)™ ,%+"#) e Manual review no longer a conditional requirement
#&%,")&%0)2+(,"%";)(&M#)2&%)"./-)345)610"%)51#,"7)*+,-+"),-") 2&((&*+'M),+7") * Time frame changed from at least every 90 days to at least
CADS AAG)>BH)>BDC !'# ""%1)T);. 1#
* Required for High BES Cyber Systems with external
1&""],+:+,1
4.1-)>"#S&'H#+0(") 4"+, L)#-.(();&/87™,). ) )+TS("7" ) $&/ #H#"#),-.,)+'/&%$&%.,"),-") P',%&;8/,&%1H)U*-.,)78#,)0");&"U)#,.," 7",
criteria in CIP-011-1 Table R21 — System Boundary Protection to protect each BES
>C? |610"%)51#,"7)2%&7)&,-"%)/10"%)#1#,"7#)01)"#,.0(+#-+'M)$%&,"/,";)0&8";.%+"#] 1"*)>"K8+%"7",
"1-)10"%)#1#,"7).,). 1)#-.%";)/&TS&™" #D
610"%)51#,"7)6&7$&"" #)+")6&',%&()6","%H#),-.,).%")#-.%";)0",*""")345)6 10" %)
C?D? |51#,"7#)78#,)$%&:+;")(&M+/.()#"$.%.,+&"),-.,)$%":" #)./["##)0" *"")" [-)#1#,"TD | 1"*)>"K8+%"7™,
610"%)#1#,"7)I&T$&™ #),-.,)$%&:+;")"E,"%".()/&778'+/.,+&'"),&),-")345)610"%) P7$(+";)+)6P<QAAGH)'&*)"E$(+/+,
C?DC |51#,"7)78#,)&'(1)/&778'+/.,")"E,"%'".((1),-%&8M-).")"("/,.%&+/).I["##)$&+',) #) |"*)>"K8+%"7",
#3"[+2+")+")>"K8+%"7" )>CAD
Each Responsible Entity shall implement the criteria specified in CIP-011-1 Table R22 — 6&',.+'#)"("7" #)&2)6P<QAAG)>?DGH)6P<QAAS)>C).";)6P
<%&,"/,+:")610"%)51#,"7#),&)$%&,"1,)".1-)[10"%)#1#,"7),-.,) #,. O(+#-"#)$-1#+/.) & 08,).9%");+22"%",) #)2&((&*#V
"("1,%&'+/)0&8";.%+"#)&2)345)610"%)51#," 7#D * No physical protection specified for systems establishing
"(",%&'+/)0&8'";.%+"#)=$%&0.0(1).") &:"%#+M-,@
* No requirement for PRAs for authorized personnel (22.4)
>CC ["*)>"K8+%"7", ¢ Only some of CIP-007 requirements applied (Patch
N.".M"7",H)5"/8%+,1)5,.,8#)N&'+,&%+'M@
¢ Applicability to Cyber Systems that monitor physical or
"(",%&'+)0&8";.%+"#)'&,) "ES(+/+,
ccp? Have remote access restricted as specified in Requirement R14 — Wireless and Remote I"%)>"K8+06"7", >"K8+%";)2&%).(()345)610"%)51#,"7#
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{ f4~_"1

1"#$%8&&$&'()*+,-).)/01 0*.0' 4%+ 56'"#$%%7$| 19:/;)<'
2+.3)- (*+,-).)/0 "#$%%8%$7'(*.0 | =->.27@ 2ABC'9:/;)'2>0)1
""" 06&/ HH"#). ") 5% &/ 8%" " AW 04" 7" )>7? "/80, " 0p" 0 A "0, n
ccoe :E7J$(77 )BY&S HHE H)." ) BY&S" ;8% H#) #)HS"[+2+";)+)>"F8+%" 7" ,)>?G)H5"/8%+,1 K™*)>"F8406"7" >"F8+%";)2&%)L+J-)345)610"%)51#," 7#
7 NGO/ LD ' YGOR [ RO m AN S RO T Yo w100 CR10/"0 00 K ™ "

ccDB E7'$( 7 ’).$/0&/ HH'#).")$%&/";8%"#) #)HES"[+2+")+")>"F8+%"7",)>?M)H5"/8%+,1 K™)>"F8+96"7", >"F8+%";)2&%)L+J-)345)610"%)51#,"7#
1&'+,&%+'J
3")/-."3")&'(1)01).8,-&%+0";)$"%#& " ()+").//&%:;.'")*+,-)>"F8+%"7",)>CB)H) YR G >"F8+9%";)2&%)L+J-).";)I";)345)610"%)51#," 7#

CCDN 624 38%. +86-/3")1.".3"7", K™)>"F8+96"7",

6&'2+J8%.,+&")6-.'J") 4.[-)>"#S&H#+0(")A' +,1)#-.(();&I87™,). )+ TS(" 7" ) S%& " #H"#),-., ) +'1&%$&%.,"),-") E',%8&;8/,&%1P)Q*-.,)78#,)0");&"Q)#,.,"7",
1.".J"7",) criteria in CIP-011-1 Table R23 — Configuration Change Management to prevent and .
=>CB@ >CB 1,)8'.8,-&%+0";)7&;+2+/.,+&'#),&)345)610"%)51#,"7T#D AAB)>G r#
R":"(&$).)+"",&%1)&2)+,#)$-1#+/.()&%):+%,8.()345)610"%)51#,"7)6 & 7$&"" #) >"F8+%";)2&%) T&*)345)610"%)51#," 7#

CBD? [="S/(8;+'J)#&2,*.%")%8"+'J)&"),-")/&7$&™" ,@P)+'/(8;+'J)+,#)$-1#+/.()(&/.,+&' K"*)>"F8+%"7",
R":"(&$).)0.#"(+")/&'2+18%.,+&")&2),-")345)610"%)51#,"7P)*-+/-)#-.(()+'/(8;").") >"F8+%";)2&%)L+J-).";)I";)345)610"%)51#," 7#
+",&%1)&2)+ #)$-1#+/.()&%):+%,8.()345)610"%)51#,"7)6&7$&"" #P)$-1#+/.() (&

CBDC H82* %) =+/(8:+']):" , N ey [ , " o K"*)>"F8+%"7",

*.90")=+(8;+'):"%#+&' @P)./,+:")$&% #)." ) "% +/"#P).'1)$../-"#P).";).'1)/8#,&
#8&2,*.%"U#/%+$,#D
V8,-&%+0").");&/87"))/-.'J"#),&),-")345)610"%)51#,"7),-.,);":+.,") 2%&7),-") >"F8+%";)2&%)T&*)345)610"%)51#," 7#
"S+H,+J)+",&%1).)8%;.,"),-")+ ", &%1). ) &,-"%);&/I87",. +&') H#) " "H##.%1) T

CBDB |, +VBA): 14)82) ")/~ 00"+ J)/&7$("."D K™)>"F8+9%"7",

V8,-&%+0").";);&/87" ))/-.'J"#),&),-")345)610"%)51#,"7),-.,);":+.,") 2%&7),-") >"F8+%";)2&%)L+J-).;)I";)345)610"%)51#," 7#

CBDN "S+#,+'7)0.#"(+")/&'2+J8%.,+&").")8%;.,"),-")0.#"(+")/&'2+18%.,+&").";) &,-"%) K™)>"E 84067
;&IBT™, +&) H)""#E.Y%1)*+,-+")BA);.1#)&2),-")/-.'"3")0"+'J)/I&7$(","; D ) o
VH#E" ##)S&," ,+.((1)+7$.1,";)/10"%)#"18%+,1)/&' %&(#),&):"%+21)/&',%&(#).%")'&, >"F8+%";)2&%)L+J-)345)610"%)51#,"7#

CBDW]|.22"/,";)2&((&*+'3).)/-.'J"),&),-")345)610"%)51#,"7),-.,);":+.,"#)2%&7),-")"S+#,+'J) | K™*)>"F8+%"7",
0.#"(+")/&'2+38%.,+&'D
X&%)".[-)[-."3"),-..); "+, " H#)2%&T),-")"S+#,+'3)0.#" (+")/&'2+I8%.,+&'Y » Adds greater specificity to requirement to establish a test
o test the changes to the BES Cyber System in a test environment that closely models "H%&'T™), - )(&H (1) 7&;" (#)$%&;8/,+&') " +%&' T,
&2, 5.90"): Yo+ &' HP)./,+: ") $&%0, 7). H Yo +"#P).' 1)$. /- "#P).";).'1)/8#,&7) * Requires documentation of differences between test and
#&2,*.%"U#/%+$,#)+'/(8;";)+"),-")0.#"(+")/&'2+I8%.,+&")&2),-")345)610"%)514#,"7 $%&;8/,+&')":+%&'7T" #).") 7" #8%"#),&).//&8',)2&%).'1)
"#8%"),-.,)/10"%)#"18%+,1)/&',%&(#).%")'&,).;:"%#"(1).22",";Z +22"%""#

CBDG |* document the results of the testing and the differences between the test AA[)>? "# » Required for High BES Cyber Systems in Control Centers only
"+%&'7™M)."5),-"0.#"(+")/&'2+38%.,+&")&2),-")$%&;8/,+&') " +%&'7™ ) +'/(8;+'J).)

#I%+$,+&)&2),-") 7" #8%"#)8#";),&).11&8',)2&%).'1);+22" %" "#)+") &$"%.,+&")0" ¥
1)) ) $%&;8/,+&") "+ %&' T #) .#).) % " #8(,)&2),-")0.#" (+");+:"%J" "D
1&'+,&%)/-.'J"#),&),-")0.#"(+")/&'2+J8%.,+&").;)%"#$&"),&),-");","),+&')&2).'1) SN

CBDL |g g -896+0™)/-0#D K™)>"F8+96"7",

E'2&%7.,+&")<%&,",+&")." 4.[-)>"#S&H#+0(") 4"+, L)#-.(();&/87™,).")+7H("7™,) &) &%) 7 &%) $Yo &/ "#i"H#),-.,) E',%&;8/,&%1P)Q*-.,)78#,)0");&"Q)#,.,"7",
I";+.)5.'+,+0.,+&") SCN incorporate the criteria in CIP-011-1 Table R24 — Information Protection to prevent AAB)>N gt
(R24 —R25) 8'.8,-&%+0",)./I"##),&)# " #+,+:")+'28&%7 ., +&') ##&/+.,";)*+,-)345)610"%)51#," 7#D ’
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[ELH ({EL

"#$%&&$&'()*+,-).)/01 0*.0 4*+ 56'"#$%%7$| 19:/;)<'
2+.3)- (*+,-).)/0 I"#$%%8$7'(*.0 | =>."27@ 2ABC"9:/;)'2>0)1
F;" +20).0) (21 1"+ 41"+ 28967 . +&)I&T T #8%. "<+ -)+ " #+,+:+,1)."7) { o &](] & <u]E u vs &} o0 **](C v (}
CDE? |/&#'G8"[").#)%"(.,";),&)345)610"%)51#, THE AAB)>DEC H& [+ +1+, 1) Y HS%& Yo%
{ Z «<p]E (J& ,]JPZ v D NG (E"C_I
F7$C'7™)(.0"(+1).5)-" (+'D)S%ES";8%" #) 2&%0)# " #+,+:")+'2&%7 ., +&').[1&%0;+'1) ,&) +, {, Vv o]J]vP % E} LE * Ju%o] v /Wri
[(##2+4].,+&) (" (E ey A Z v o]JvP }( E]JS] o C & e+ S ]v(}EuU
CDEC H™)>"G8+%"7™, %.++'), &$+/@E
{Z «<u]& (}E& ,]JPZ v D NG OE N
CDEB 43$(+/+,(1).8,-&%+K")$"%#&"' () 2&90) /I H##), &) # "H#+,+:") +'2&%7 ., +&'E H™)>"G849%6"7", { /u%.0] us vis AE%o] IS Jv [IWriii Z
{Z «py]®&® (}& ,]JPZ v D N CEN
CDED 7;::).//"##),&)#'"#+|+:")+'2&%7.,+&')*+|.+')cD)-&S%#)z&%)$"%#&""(),"%7+'.,"; — >"G8+%";)28%)M+1-).;)N";)345)610"%)51#,"7#
P"%+21).,)("#,)""%1)?C)7&' -#),-.,),-")./I"##)$%+:+("I"#) &)#"#+,+:")+'2&%7 ., +&' { — vvu 00C— Z vP 38} — A EC it u}
%"2("1,).8,-&%+K.,+&'E {Z <p]E u vs 3} A E](C 8Z § oo §}
CDEO AAB)>OEC "# 9%"2(",+:")&2)>4#)"" #).";),-")%&("#) Q) % " #P& H+0+(+,+"H#) &
+5+:4+;8.0)-.#)0"")%"$(./";)01)"";),&):"%+21).$$%&$%+.,")
.8,-&%+K.,+&'E
4.1 )>"HB&HHO(") A"+, 1)H-.(();&I87™,). )+ TS("T™ ) &) &%) 7 8%")$Yo& " #H"H),-.,) F',%8&;8/,8%1S)T*-.,)78#,)0");& " T)#,.," 7",
Jv }JE%}E § §Z €]8 E&] ]Jv /Wriiirid o ZifitD ] "
CO | 1818 -8U+K™): +# T+ +8')&2)345)610"%)514, ) +'28%7 ., +&'E AAR)>R '#
5.'+,+K").(()7";+.)$%+&%),&); +#5&#.() &%) %" (" #") 2&%) %" "8#") &8 #+;") &2)345)6 {~"Z %o0}Cu vs_ ZvP 8§} "E o - (}
8#+').)7",-&;),&)%";"%),-");.,.)8'%"/&:"%.0("E C & "Ce*S u-_
{~"E =+« ~u ]+ ZvVvP 8} ~ev]s]l _
. { Z <pu]E& u vs §} pe «SEW S]}v ¢ }v }
COE? AAR)>RE?S)>REC !I"# &) +HS&H.():%8 3"
{ E} A%0] ]85 €& <u]E u vs 8§} u ]Jvs v
{Z «<p]€&® (}& ,1PZ v D N C E NG
345)610"%)51#,"7) 4.1)>"HB&HHO(")A' +, 1)#-.(();&I8T™,).)+TS('T" ) S HH#" ), -., )+ 1&%6$&%. ,"),-") >"G8+%";)28%)M+1-).;)N";)345)610"%)51#,"7#
N+, E]8 €] v /Wriiirid o Ziot D Jvi vv &} %E A v
=>CU@ >SCU |[345)610"%)51#,"7#). ) "#8%"),-., 1#, " T#)8#":)2&%) 7 .+, " 'I");&)' &) JI+;" (1) H"™)>"G8+%" 7",
+,06&;8/")7.(+1+&8H#)I&;")+ &),-")345)610"%)51#,"TE
N+, +).) (+H,)&2)$"%#&™().8,-8&%6+K";),8)$"%2&%7) 7.+, [ &) ,-")345)6 10" %) >"G8+%";)28%)M+1-).;)N";)345)610"%)51#, " 7#
CUE? |51#,"7).).((&*)&'(1).8,-8%+K"))$"%#& " (),&)$"%2&%7) 7.+, '[')&'),-")345)610"% H"*)>"G8+%"7",
51#,"7TE
CUEC V","'/','?.I';l?s.s%)"::',),-")+',%&;8/,+&')-';)$%&$.|.,+&')&2)7.(+/+&8#)/&;")&').(() ——— >"G8+%";)28%)M+1-).;)N";)345)610"%)51#, " 7#
7.4+ HE
610"%)5"/8%+,1)F'/+;", 4.1-)>"#S&'#+0(") 4"+, L)#-.(();&/87™,)."))+7$("7" ) &"") &%) 7&%")345)610"%) F',%8&;8/,&%1S)T*-.,)78#,)0");&" T)#,.," 7",
S"HP&'H" N UE]SC /v] VS E *%o}ve %0 ve SZ S Jv }E%}IE $
~Z16 t Z7G- SCR |610"%)5"/8%+,1)F/+;" ))>"#$&'#")<(.)5$"/+2+].,+&'#)#&),-.,) %" "#$&'#"#),&)610"% AAW)>? 1"#

5"/8%+,1)F'/+;" #)+&(:+'1)345)610"%)5 14, " T#)/.')&/I8Y%E
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1"#$%8&&$&'()*+,-).)/01 0*.0' 4%+ 56'"#$%%7$| 19:/;)<'
2+.3)- (*+,-).)/0 "#$%%8%$7'(*.0 | =->.27@ 2ABC'9:/;)'2>0)1
A process for classifying events as Cyber Security Incidents. { }*v}S A%o0] ]S50C €& <p]E S8Z § Z -
27.1 008 R1.1 No cyber incident classification
{ Z «<p]E (J& oo ~ C & "Ce*S u-
Roles and responsibilities of Cyber Security Incident response teams, Cyber Security Required for all BES Cyber Systems
27.2 ) ) o 008 R1.2 No
Incident handling procedures, and communication plans.
Process for reporting Cyber Security Incidents to the Electricity Sector Information Required for all BES Cyber Systems
27.3 |Sharing and Analysis Center (ES-ISAC) either directly or through an intermediary. 008 R1.3 No
Each Responsible Entity shall test its BES Cyber Security Incident response plan(s) as Introductory, "what must be done" statement
*% 1(1 lv [Wriiirid o Zi6t ¢ & "~ pE]ISC /v ]
R28 ["% 1(] 3]1}ve 8} A E](C ]3¢ & *%}ve %o v[+ (( 3]A 008 R1 Yes
Security Incident impacting a BES Cyber System.
Test the execution of the incident response plan (by responding to an actual incident, { — vvp ooC— Z vP 38} —}v A EC i
28.1 |or with a paper drill, or with a full operational exercise) at least once every 12 months. 008 R1.6 Yes { Z «<p]E (}& ,]JPZ v D NG E NG
Each Responsible Entity shall review, update and communicate its incident response Introductory, "what must be done" statement
%00 V~ee ¢ o% ](] ]Jv /Wriiirid o Zi6t C & " u
R29 Review, Update, and Communication Specifications to ensure that the response plan(s)| 008 R1.4, R1.5 Yes
will function as intended and that personnel are aware of any relevant changes.
29.1 Review the incident response plan(s) at least once every 12 months 008 RLS Yes { — vvp ooC— Z vP §} —}v :A EC i
{ Z «<u]E (}J& oo ~ C & "CeS u-
Review the results of each incident response plan test or actual incident response Required for High BES Cyber Systems
within sixty calendar days of the execution, documenting any identified deficiencies or .
29.2 . . New Requirement
lessons learned associated with the response plan
Update each incident response plan based on any documented plan deficiencies within Required for High BES Cyber Systems
29.3  |thirty calendar days of the review of the execution of the incident response plan New Requirement
Update incident response plan(s) within thirty calendar days of any system, Required for High BES Cyber Systems
29.4 |organizational, and technology changes that impact the response plan 008 R1.4 No
Communicate all updates to personnel responsible for the activation and Required for High BES Cyber Systems
29.5 implementation of the incident response plan(s) within thirty calendar days of the New Requirement
update being completed
BES Cyber System Recovery Each Responsible Entity shall create, document, and implement recovery plan(s) for {/VEE} pu 8JECU "AZ 3 upe~s v _ 8§
~Zii t Zile the disruption, compromise or failure of BES Cyber Systems that incorporates the { "% J(] **«A Eo0*% ]J(] ]E pu+s v
R30 E]8 E] *% 1(] Jv /Wriiirid o ZiitZ }A EGC Wq 009 R1 Yes (disruption, compromise or failure)
Cyber Systems can be restored to a defined state. { o E](] *§28 ~ C & "CeS u* up-s
"defined" state.
30.1 Conditions for activation of the recovery plan(s) 009 R1.1 No Required for High and Med BES Cyber Systems
Roles and responsibilities of responders, including identification of the personnel {E A E <p]E u v3 8} ] V3](C % Ee}vv
30.2 responsible for recovery efforts 009 R1.2 Yes recovery efforts.
{ Z «<p]E (J& ,]JPZ v D ¢ E g
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BACB [>"D8+%";)./,+&#)&2)$ %8 () %" #H$& #+0(") 28%6)%"1&:"%1) "228% # AAE)>?C? F&  |>"D8+9%";)289%)G+H-)345)610"%)51#," 7#
<Y0&J"HHH"#)28%),-")0.1I8SK)#,8%6.H"). )$%&. "/, +&')&2)+28%7 ., +&)%"D8+%";), { « & HE u vE (JE % E}S S]Iv }( IV
BACI [#8/1"##28((1)%"#,8%").)345)610"%)51#,"7 AAE)>| 14 %"/8:"%)345)610"%)51#, " T#
{Z <u]E (& ,JPZ ~ C & "Cs+& ue
<Ob&S"HH"#)28%),-")%"#,&%.,+&)&2)345)610"%) 514, T#),&)+/(8;"),-")2&((&*+HN
{ Z]lves 00 v }V(]JPHE VvGC %%o0] S]}v v *C*S u 9
18:2+H8%.,+&');"2+";)+)>"D8+%"7",)>NBK N
BACLI{ 5>} VG IV Eu §]}v (E}u §Z u}es & v&U Iv}Ay « |F>D8%7
{ }Jvusg +Ce3u s +33}A EI(C (uv §]1}v o]8C
4.-)>"#S&HO()A' +, 1)H-.((),"#,)+ ) %"1&:"%1)$(.'=#@) 2&%)345)610"%)51#, "T# 0',%8&:8/,8%1K)P*-.,)78#,)0"):&"P)#,.," 7",
YE v Al$Z §Z E]E8 E] <% 1(1 Jv /Wriiiri d o .
? |
B |og e 0es 8H) £) Ut 21)06 I8 U1)S( )6 A ). ) 22" A HHC AAE)>N e
68&';8/,).),"#,)=01)%"/&:"%+H)2%&7).")./,8.()+'/+;" K)*+,-).)$.$"%);%+((K) &%) *+,- { Ko & <u]JE u v8 * § 0 8§ vvu o0oC
B?C? |8%$"%.,+&".()"Q"%/+#" @)&2),-")%"I&:"%1)$(.").,) (" #,)&")""%1)NI)7&' -#C AAE)>N I"g {Z (W] @(QE D AN C E ACe$ us
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CIP-011 to CIP V3
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