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Executive Summary

Network & Security Technologies, Inc. (“N&ST”) developed this tool to assist
responsible entities updating their NERC CIP compliance programs from version one
(“-1”) to version two (“-2”) of the standards. It provides a means to quickly identify
differences between each version. N&ST consultants have used this to help clients
prepare for the April 1, 2010 effective date of NERC CIP-002-2 through NERC CIP-
009-2.

The tool comprises a line-by-line textual analysis of the -1 and -2 language. By
focusing on the changes between versions, most responsible entities can modify their
existing program without expending time and resources to respond to every CIP
requirement.

This package also includes a comparison of the -2 and -3 language of the CIP
standards. At the time of this writing, the latter awaits approval by FERC and no
fixed implementation date for compliance has been set. While the -3 version of the
Standards includes only a few material changes from the -2 version, responsible
entities should not overlook them.

For best results, print the tables that make up the balance of this document in
landscape mode on legal sized paper.
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About N&ST

Network & Security Technologies (N&ST) takes pride in helping our clients with
their NERC CIP compliance needs. Our consultants follow a repeatable methodology
to identify compliance gaps, implement remedial measures, and prepare for audits.

Our consultants:

e Have worked in the field of cyber security for the Bulk Electric System (BES)
dating back to the NERC Urgent Action Standard 1200,

e Participate in NERC CIP Standards Drafting Team meetings,
e Know the current CIP-002 through CIP-009 -1, -2, and -3 requirements,

e  Work with many BES companies across all aspects of the industry — transmission,
generation, distribution, balancing and reliability coordinators,

e Understand all major energy management systems (EMS),

e Have hands-on experience with SCADA technologies including RTUs, relays,
IEDs, and telecommunications devices,

e Understand routable protocols and data networks,

e Perform numerous gap analysis, compliance remediation, and audit preparation
projects,

e Serve on NERC and regional entity CIP audit teams.

Our approach enables BES companies to have the information they need to protect
against cyber security threats. Most importantly, we work quickly and efficiently so
that responsible entities can meet their compliance deadlines and avoid negative
audit findings. All N&ST consultants are full-time employees with many years of
computer networking, cyber security, and electric utility industry experience. We
carefully manage our projects to ensure complete customer satisfaction within the
quoted timeframe and price.

Please contact us if you have any questions or need advice for a cyber security or
network issue.
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